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Abstract—We propose Oblivious Group Storage (OGS), an
extension of the oblivious storage (OS) model [1] to the setting
of group data sharing. In addition to providing server-side
data-secrecy and access-pattern obliviousness guarantees as in
traditional OS protocols, an OGS protocol allows arbitrary
subsets of clients to share read/write access to cloud-stored data
while preserving data-secrecy and access-pattern obliviousness
guarantees with respect to unauthorized clients. To show the
feasibility of OGS, we describe a provably secure generic con-
struction based on the notions of outsider-anonymous broadcast
encryption [2] and multi-user oblivious RAM [3].

Index Terms—Cloud storage, data sharing, oblivious storage.

I. INTRODUCTION

Recent developments in cloud computing has given rise to
the convenience of remote storage services, a.k.a. cloud storage.
Taking advantage of economies of scale, third party companies
are now able to provide cloud storage with high availability
and low latency for pay-per-use cost structures that amount
to a couple of pennies per year per gigabyte stored [4]-[6].
Instead of enduring the cost and the hassle of managing in-
house storage infrastructure, more and more individuals and
companies alike are relying on cloud storage to manage large
amounts of data they generate.

One of the biggest concerns with outsourcing data storage
to a cloud is the confidentiality of the outsourced data. Most
security-conscious clients encrypt their data before exporting
to a cloud. Although it preserves the secrecy of the data,
encryption alone cannot hide the access patterns between
the clients and the storage providers. Indeed, prior work has
shown that in certain situations, these access patterns can
reveal a considerable amount of sensitive information regarding
the outsourced data [7]-[9]. For example, Islam et al. [9]
demonstrated that in the case of an encrypted email repository,
statistical attacks on access patterns can recover about 80% of
the search queries. Thus, to protect outsourced data effectively,
one ought also to obfuscate the access patterns between the
clients and their cloud storage providers. These requirements
have been formalized in the cryptographic literature under the
term Oblivious Storage (OS) [1], [8], [10]-[29].

An attractive benefit of having the data outsourced to a cloud
is the ability to easily share that data with other clients. In fact,
most of the popular cloud storage providers nowadays provide

some mechanism, such as temporary links [30], to facilitate
data sharing by their clients. However, enabling group access
to outsourced data while also preserving the oblivious storage
guarantees is still a problem not well understood, let alone
solved. There have been several proposals, however, to provide
oblivious group data access to cloud storage [3], [13], [18],
[24]. All these proposals only support all-or-nothing sharing of
the outsourced content, as they all require (either explicitly [13],
[18], [24] or implicitly [3]) the authorized clients to share the
secret keys to the cloud storage. Real-world clients, however,
may have more nuanced sharing needs, e.g., sending party
pictures to recent acquaintances without having to share an
entire album.

To illustrate the need for restricting access to shared data to
subsets of clients, consider a hospital that wishes to outsource
the storage of electronic medical records (EMRs) to a third-
party cloud storage provider. Since encryption alone is not
enough to protect EMRs from the prying eyes of a motivated
attacker who might have gained control of the cloud storage
server [7]-[9], the hospital may decide to employ an OS
protocol to obfuscate accesses to the cloud storage. However,
with any of the existing OS protocols that support some form
of cloud storage sharing, every member of the hospital staff
requiring access to the cloud storage (e.g., a nurse who needs
to update the chart of a patient in his care) will be able to
pull the EMR of any patient of their choosing. This would
result in a serious violation of federal statutes at protection of
patient privacy [31], which mandate that a patient’s medical
record only be accessible to the medical staff involved in the
patient’s care or in strictly related matters (e.g., billing). A
second, equally alarming concern with this approach is that
compromise of the access credentials of a single member of
the hospital staff could lead to the unauthorized disclosure
of the EMRs of all the patients of the hospital. Clearly, the
security guarantees of existing OS systems are inadequate for
the requirements of this setting, which call for the ability to
control access to the outsourced medical data at the record
level.

II. OUR CONTRIBUTIONS

We propose Oblivious Group Storage (OGS), an extension
of the OS model to support data sharing by multiple clients at



TABLE I
COMPARISON OF OBLIVIOUS STORAGE PROTOCOLS IN TERMS OF THE EXTENT TO WHICH THEY SUPPORT SHARING OF STORAGE BY MULTIPLE CLIENTS.

Stateful ORAM  Stateless ORAM M-ORAM OGS

Supports cloud storage sharing by mutually trusting clients. X v v 4
Hides a client’s access patterns from an attacker controlling either

: . X X 4 v
the server or unauthorized clients.
Hides a client’s access patterns from an attacker controlling both

. . X X v v

the server and unauthorized clients.
Hides a client’s data from unauthorized clients. X X X 4

the granularity of individual data items. In addition to provid-
ing server-side data-secrecy and access-pattern obliviousness
guarantees as in traditional OS protocols, an OGS protocol
allows arbitrary subsets of clients to share read/write access
to cloud-stored data while preserving data-secrecy and access-
pattern obliviousness guarantees with respect to unauthorized
clients. Table I shows how OGS compares to other types of
oblivious storage protocols in terms of support for data sharing
by multiple clients. To the best of our knowledge, OGS is the
first proposal of an OS-like system capable of affording clients
fine-grained control over who can access their data.

At a technical level, our first contribution is the formalization
of a security model for the setting, so that one can argue about
oblivious shared data access without ambiguity. A crucial aspect
of our OGS model is the inclusion of a sequence of proxies to
mediate access by the clients to the cloud storage provider—an
idea originally proposed by Jinsheng et al. [3] in the context of
multi-user oblivious RAM (M-ORAM). Second, we provide a
generic construction of OGS based on M-ORAM and outsider-
anonymous broadcast encryption (0ABE) [2], along with a
formal analysis of its security with respect to semi-honest
adversaries.
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